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ENFORCING RIGHTS AGAINST ONLINE
INFRINGERS: BRANDISHING THE
DOUBLE-EDGED SWORD OF THE DMCA

by: Carol Ruth Shepherd*
Attorney, Arborlaw PLC, Ann Arbor, M1

The Digital Millenium Copyright Act (DMCA)' of 1998
was enacted to bring copyright enforcement more in line
with the realities of digital technology and the Internet,
where it is easier and speedier for millions of daily
users to reuse content by cutting and pasting, than it is
for them to create and publish original content. With
the rise of content-sharing sites such as YouTube.com,
the republication of copyrighted content has become
so pervasive that litigation over the use of third-party
content has become an ordinary news topic.2 In seeking
to use the DMCA's “takedown” procedure to enforce
intellectual property rights, every rights owner is not
only a potential plaintiff, but also a potential defendant
— an unsophisticated rights owner can unwittingly
expose itself to liability under the DMCA for false
accusations of infringement. This article highlights the
most common mistakes rights owners make in using the
DMCA takedown procedure as a means of policing the
unauthorized use of intellectual property.

THE SECTION 512 TAKEDOWN PROCEDURE

In recognition of the significant costs and delay
associated with federal copyright litigation, the DMCA
added a “self-help” remedy to the Copyright Act. Section
512(c)(3)® allows copyright owners to achieve removal
of allegedly infringing materials without filing suit, by
contacting the online service provider and following a
set of notice-and-information procedures set out in the
statute. (The Section 512(c)(3) procedure is commonly
referred to as a “takedown”). The procedure operates
as follows: (1) a copyright owner swearing to a “good
faith” belief of copyright infringement sends a notice
conforming to the statutory requirements* to an online
service provider, identifying contributed materials on the
service which allegedly infringe the owner’s rights; (2) the
service provider removes the materials from the service
as required under the statute to receive immunity from
liability;* (3) the service provider notifies the contributor
if a takedown occurs® and allows the contributor to make

a counter-notice’ rebutting the infringement allegation;
(4) if the complainant turns out fo be facially meritorious
and the complaining copyright owner does not file suit
within fourteen (14) days, the service provider must
restore the materials.® The takedown procedure is wholly
extrajudicial. Parties may (and do) seek judicial review
for actions taken under Section 512(c)(3) which deviate
from the statutory requirements.

The DMCA takedown procedure is well-known on the
Internet and is wildly popular with large and small rights
owners, and with third-party content contributors. Large
Internet access providers and search engine sites are
estimated to receive DMCA takedown notices numbering
in the fens of thousands per year.? However — because it
allows rights holders to achieve the removal of published
materials without judicial oversight on a mere assertion
of rights and an allegation of infringement — critics
contend that the procedure is too widely abused, has a
chilling effect on free speech and violates due process.™®
There is no doubt that the Section 512 takedown
procedure has been widely used in inappropriate ways.
Both individuals and large corporations routinely use the
procedure aggressively, sending cease-and-desist letters
to censor opinion, to suppress the online publication of
unflattering or damaging content, to attack enemies and
competitors, and to enforce non-copyright intellectual
property claims. Several companies and performing
rights organizations use automated “robots” to
search for infringing content and subsequently file
erroneous takedown letters identifying the wrong party
or completely unrelated materials.”” A 2005 survey
found that over a third of takedown requests were not
appropriate under the statute.'?

SECTION 512 TAKEDOWN TRAPS: INTERNET
FORM LETTERS AND WEB COMPLAINTS

Businesses that routinely threaten civil litigation
in the course of hashing out disputes over their
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commercial transactions are in for a rude surprise
under the Copyright Act. Section 512(f)' explicitly
provides a remedy for “bad faith” takedown
notices and misrepresentations about copyright
infringement, holding that a party may be ordered
to pay the aggrieved party’s damages, costs and
attorneys’ fees for making “knowing” and “material”
misrepresentations under Section 512.'4

Rights holders, typically acting without an attorney in
choosing to make their own DMCA takedown demands,
can get “trapped” in Section 512(f) suits or counterclaims
in two common ways: (1) they use an inappropriate form
letter which fails to comply with the requirements of
the statute and/or makes inappropriate non-copyright
legal claims under the takedown framework; or (2) they
rely on a service provider's procedure for notice and
takedown of materials, which may steer them unwittingly
into making fraudulent claims under Section 512(f).

A rights owner using the Section 512 takedown
procedure will typically give notice via a takedown email
or letter. Most Section 512 notices are sent electronically
as e-mail'® (although many are sent by surface mail
or fax to the service provider if no e-mail address for
legal notices is readily apparent or available). Because
Section 512 is well-known to rights holders to be a
“self-help” procedure that results in the speedy and
automatic removal of the undesirable materials 90%+
of the time, the vast majority of complaining rights
owners fashion their own demands by merely cutting
and pasting seemingly-applicable text from publicly
available letters. Thousands of actual and sample
DMCA takedown letters are posted on the Internet.'®
Many of these notices defectively allege copyright
infringement under the Section 512(c) protocols and
are entitled to be disregarded by the service provider’s
DMCA agent. Others threaten suit under the aegis of
the DMCA for causes of action sounding in trademark,
trade secret, privacy or publicity. Still others complain
about publication or use which is clearly permitted
under copyright law (such as “fair use” of copyrighted
material,'” resale of copyrighted materials under the
“first sale” doctrine,'® or the publication of public-
domain content or content expressly available for use
without restriction under a Creative Commons or open-
source GPL license'?).2° For erring rights holders, a suit
for damages under Section 512(f) can have severe
consequences: the rights owner in one leading case
settled in the face of a Section 512(f) counterclaim for
damages in an agreed amount of $125,000.2'

A second DMCA trap for the unwary rights owner is
the service provider’s own web-based complaint form.

Online service providers frequently fashion their own
notice-and-takedown procedure for reporting intellectual
property violations as a means of creating an efficient
internal workflow to deal with the hundreds of notices
they receive. Many of these provided notice forms
conflate various intellectual property issues, including
legitimate DMCA claims as well as illegitimate ones —
but may nevertheless track the protocol and remedies
under DMCA Section 512, leading an unsophisticated
rights owner to believe that the DMCA takedown remedy
is available for non-copyright grievances.

For example, ebay.com provides rights owners with
a VeRO (Verified Rights Owner) complaint form that
allows a complainant to allege that an item for sale “is
an unlawful copy of media (software, games, movies,
etc.)” under a copyright violation category called
“Item Infringement.”?> While this allegation would be
legally appropriate against the sale of counterfeit and
knockoff goods, rights owners frequently assert this
against dealers and resellers, erroneously believing that
they may restrict or prohibit the resale of copyrighted
works on sites such as Ebay.com.?® Ebay sellers whose
items have been de-listed due to a VeRO takedown
frequently threaten a lawsuit for Section 512(f)
fraudulent misrepresentation of copyright infringement
and demand settlement damages for lost sales.?*

LITIGATION AGAINST RIGHTS OWNERS
FOR SECTION 512(F) VIOLATIONS

As of this writing, a handful of cases have seen decisions
or resolution with regard to violations of Section 512},
with the primary litigated issue being the proper standard
for determining whether a rights claimant is making a
“knowing misrepresentation.” Two 512(f) cases have
generated court rulings that say the “good faith” belief of
infringement required for filing a Section 512 takedown
notice is objective, following the general principle that
“ignorance of the law is no excuse.” In Online Policy
Group v. Diebold? and Marvel Enterprises v. NCSoft,2¢
both courts held that having a “good faith” belief of
infringement as specifically required to be entitled to a
takedown under Section 512(c), means that the rights
owner filing a takedown notice has a responsibility
to know whether an online publication is or is not
actionable as an infringement under the Copyright Act.
Under this test, failure to meet an objective standard of
“good faith” satisfies the “knowing misrepresentation”
requirement for a takedown request to constitute a
violation of Section 512(f). The only federal appellate
case providing guidance on Section 512(f), Rossi v.
Motion Picture Association of America,?” disagrees
with Diebold and NCSoft, holding that the standard
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for determining whether a complainant is “knowingly
misrepresenting” a claim of copyright infringement
under Section 512(c) is subjective to the “good faith”
belief of the rights owner.

The Diebold case is notable not only for its DMCA
implications, but also for the important public policy
and free speech issues underlying the case. Diebold,
a provider of electronic voting equipment, has been
widely criticized for its electronic voting software.
Several sources have claimed that the software is
defective and can be easily hacked to manipulate
election results. In the Diebold case, the targets of
Diebold’s Section 512 takedown request were college
students from Swarthmore who had discovered Diebold
employee emails referencing internal company issues
with the software, and who had posted the Diebold
emails online for purposes of discussing the software’s
flaws, and the election fraud implications.

The Electronic Frontier Foundation (EFF) brought a
counterclaim against Diebold under Section 512(f),
asserting that Diebold knowingly misrepresented its
copyright rights. It seems undisputable that Diebold,
as an employer, would own copyrights in the emails
of its employees, under the “work for hire” doctrine of
the Copyright Act,?® entitling it to prevent republication
of the emails. However, it is also undisputable that the
importance of allowing the public to discuss the security
and reliability of electronic voting methodology, and
issues with specific voting software, make an extremely
strong case for applying the “fair use” exceptions
for “criticism, comment, news reporting, teaching,
scholarship or research.”?® The court ruled against
Diebold, noting that “the email archive was posted or
hyperlinked to for the purpose of informing the public
about the problems associated with Diebold’s electronic
voting machines. It is hard to imagine a subject the
discussion of which could be more in the public
interest. If Diebold’s machines in fact do tabulate voters’
preferences incorrectly, the very legitimacy of elections
would be suspect.”3° The company did not appeal, but
chose to settle the case (commentators have observed
that the publicity backlash generated by fighting a “free
speech” “voting rights” case with copyright technicalities
probably motivated Diebold to cut its losses).*

In the Rossi case, the publisher operated an independent
movie website. The Rossi site had a clickable link that
read “Download movies here.” The MPAA sent a Section
512(c) takedown notice to Rossi’s hosting service
provider, who immediately took down the site, costing
Rossi lost profits in the form of lost advertising revenue.
Rossi brought a Section 512(f) claim against the MPAA,

arguing that the materials being complained of were
not even on the Rossi site but on another site linked to
from the Rossi site and that as a matter of law, linking
to a website which may or may not contain infringing
materials does not constitute copyright infringement.
Rossi argued that the MPAA should have exercised
reasonable due diligence before sending its Section
512(c) takedown notice — if the MPAA had only followed
the links on his site, it would have discovered that the
site containing the allegedly infringing materials was
not part of Rossi’s site or under his control. The federal
district court held there was no requirement for a
rights owner to conduct an investigation prior to filing
a takedown notice to allege a “good faith” belief of
infringement. Rossi appealed. The Ninth Circuit held
that requiring a rights holder to conduct an investigation
prior to filing a takedown notice would be to require
a “reasonable and objective” standard in determining
whether a takedown demand was made knowingly
and in misrepresentation. The Rossi court noted that
several other federal statutes traditionally held “good
faith” to encompass a subjective standard and ruled
that the “good faith” required by Section 512(c) is a
subjective state of mind consisting of “honesty in belief or
purpose,” holding “a copyright owner cannot be liable
simply because an unknowing mistake is made, even
if the copyright owner acted unreasonably in making
the mistake.”

The subjective standard for “good faith” in making a
Section 512(c) takedown request was further extended
in Dudnikov vs. MGA Entertainment.®® In the Dudnikov
case, the Dudnikovs were eBay merchants who were
selling BRATZ® dolls and merchandise on eBay. MGA,
the owner of intellectual property rights in the BRATZ®
characters and associated merchandise, filed an
eBay VeRO takedown request against the Dudnikovs,
resulting in the takedown of the auctions. The VeRO
claimed copyright and trademark infringement and
infringement of manufacturing, distribution, licensing
and merchandising contract rights. The Dudnikovs
were not authorized distributors or resellers of BRATZ®
merchandise but claimed the “first sale” doctrine as a
defense to copyright violations. They counterclaimed
under Section 512(f), citing copyright misuse and
damages from lost sales due to the disruption caused the
VeRO takedown. MGA's motion for summary judgment
on 512(f) claims was granted by the magistrate based
on an affidavit of MGA's atforney that the viability
of the claims were admittedly not investigated at the
time the notice was filed. The Dudnikovs argued that
MGA's attorney should be held to a higher professional
standard and should have “known better” than to claim
infringement because the offered items were subject
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to the “first sale” doctrine. Following Rossi, the District
Court upheld the magistrate’s dismissal of the 512(f)
issue on summary judgment, effectively stating that a
sworn statement constituted a “good faith belief” as a
matter of law.34

The pace of litigation under Section 512(f) for erroneous
512(c) takedown requests is steadily accelerating, with
over ten cases currently in progress.®® Intellectual property
rights owners seeking to wield the sword of the DMCA
Section 512 takedown to remove online content need to
be wary of the weapon, and proceed carefully with the
advice of counsel to avoid injuring themselves.
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